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Information Management policy 

Overview 

Information is a corporate asset, vital both for ongoing operations and also in 

providing evidence of business decisions, activities and transactions. As an asset, 

our information is needed to: 

• Facilitate information accessibility and enhance business by supporting 

program delivery, management and administration; 

• Deliver customer services in an efficient, fair and equitable manner; 

• provide evidence of actions and decisions, as well as precedents for future 

decision making; and 

• Protect the rights and interests of the Australian Commonwealth 

Government and its citizens. 

The department's policy is that all information is managed in a manner consistent 

with the National Archives of Australia (NAA) guidelines, associated legislation and 

endorsed standards. The policy has been designed to ensure staff are able to meet 

their obligations when working with information. 

The benefits of compliance with this policy will be trusted information that is well-

described, stored in known locations, and accessible to staff and clients when 

needed. 

What is the purpose of this policy? 

The Information Management policy will implement fit-for-purpose information 

management practices to ensure the creation, maintenance and protection of 

information. All information management practices in the department are to be in 

accordance with this policy and its supporting documentation. 

Information Management must ensure that the department: 
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• Has the information it needs to support and enhance ongoing business 

and customer service, meet accountability requirements and community 

expectations; 

• Manages information efficiently, so that it can be easily accessed and 

used for as long as required; 

• Stores information as cost-effectively as possible and - when no longer 

required –disposes of it in a timely and efficient manner;  

• Complies with all requirements concerning information management 

practices, including the Australian Commonwealth Government’s 

objectives for information management; and 

• Identifies and protects information of longer term value for analysis, 

historical and other research. 

What is the scope of this policy? 

This policy applies to all users of department information assets including 

department employees, suppliers, business partners, and contractors, irrespective of 

their geographic location. 

It applies to all hard-copy and electronic information formats including documents, 

email, voice messages, memoranda, minutes, audio-visual materials and business 

system data. 

It applies to the creation, collection, sharing, publication, and disposal of information. 

This policy also covers all business applications used to create, manage and store 

information including the official information management systems, email, websites, 

social media applications, databases and business information systems. This policy 

covers information created and managed in-house and off-site. 

What are my responsibilities? 
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Position Responsibility

Chief Information 

Officer (CIO) 

 Has ownership of the Information Management 

Policy, and oversees the implementation and 

management of this policy within the department.  

 Ensure that Information Management is adequately 

resourced. 

 Represents information management interests to the 

Deputy Secretary and Secretary. 

Chief Information 

Governance Officer 

(CIGO) 

 Ensure that the department complies with the 

requirements of all Commonwealth legislation 

relating to information management. 

 Ensure support of, and adherence to, this policy by 

promoting a culture of compliant information 

management within the department. 

General Managers  Ensure that information is created and managed 

within their business unit in a way which complies 

with the Information Management Policy. 

 Provide feedback on the success of management 

processes to help ensure information remains 

accurate, fit for purpose, complete, available and 

accessible, well presented, meaningful, and relevant.

 Ensure that staff are trained in how to create and 

manage information. 

 Consult with the Information Managers when 

introducing new activities and systems. 

 Ensure that contract with service providers contain 

information management clauses in accordance with 

this Information Management Policy 

LEX 72459 - Document 1

Page 3 of 10



Printed at 01-Feb-23 14:24 Page 4 of 10

Position Responsibility

Information Managers  Comply with Information Management Policy, 

guidelines, and endorsed standards in relation to all 

aspects of information management. 

 Monitor compliance with the Information 

Management Policy, and make recommendations for 

improvement or modification of practices. 

 Advise on information management systems. 

 Establish and maintain a standard metadata schema 

and business rules regarding how metadata is to be 

managed, in liaison with the DatMAT team.  

 Advise on risks associated with non-compliance. 

Agency Security 

Advisors 
 Provide advice on security policy and guidelines 

associated with the management of information. 

Information Officers  Responsible for the conduct of records management 

operations. 

 Ensure that information management policies and 

projects take into account the special nature of 

records. 

 Establish and maintain a standard recordkeeping 

metadata schema and business rules regarding how 

metadata is to be managed. 

ICT Operations and 

Security 
 Support and maintains ICT infrastructure necessary 

for the delivery of department business information 

systems.  

 Implement information security measures (including 

accessibility), in accordance with department 

Information Security Management Policy. 

 Perform routine and comprehensive system backups 

of data. 

 Ensure that any actions, such as removing data from 

systems or folders, are undertaken in accordance 

with this policy 

Corporate 

Communications 
 Creation and management of organisational 

templates, including for email. 
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Position Responsibility

Staff  Comply with Information Management Policy, 

guidelines, and endorsed standards. 

Contractors, service 

providers, suppliers, 

and business 

partners. 

 Manage information that they create on behalf of the 

department according to the terms of their contract. 

What is Information? 

For the purposes of this policy, ‘Information’ is: 

 knowledge about some fact, subject or event; 

 that is in digital or paper form; and  

 that is used by the department while undertaking its business. 

Information can be characterised by how structured or unstructured it is. Structured 

information is typically referred to as ‘data’ is stored in a specific data model, and is 

managed by a database e.g. the TechnologyOne finance system, and the 

Lighthouse analytics and reporting system. 

The department has a data governance framework plus accompanying policies and 

practices that must be followed in conjunction with this information management 

policy. 

 View the Data Governance Framework and Data policies for more details. 

Examples of information that can be considered unstructured include: 

• Documents e.g. Microsoft Word, Excel, PowerPoint, Visio, etc. 

• Email and other correspondence. 

• Audio-visual files e.g. videos, animations, pictures, sound recordings, etc. 

• Web pages and other online content - including social media posts - 

published for, or on behalf of, the department. 
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Information created, sent and received as Australian Government business is a 

Record. This information provides evidence of what our agency has done and why. 

All records must be kept and managed in accordance with National Archives 

Australia policies and related legislation. 

 View Making and keeping records for more information. 

Information that must be retained or can be destroyed 

All information created and managed by the department will be either:  

 Transferred to the NAA for permanent retention because it has significant 

value and is part of our national story; or 

 Destroyed under an NAA issued instrument called a Records Authority. 

Destruction can occur only after permission is granted by the owners of the 

information. 

Some records can be destroyed in the normal course of business. These are records 

of short-term value and are destroyed as a Normal Administrative Practice (NAP). 

These include rough working notes, drafts not needed for future use, and duplication 

of information held for reference. 

 View Legally destroying information and records.

Where should I keep my information? 

When you are creating or working with information in documents or files (e.g. refer to 

unstructured information above), this digital information should be kept in DocHub or 

in Content Manager. 

Whenever possible, documents and files should begin and end their life in DocHub 

or in Content Manager i.e. be managed via automatic version control from the first 

draft onwards as they evolve to a final version. 
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Protected network

For staff on the Protected network, digital information should be kept in DocHub – 

the department’s SharePoint-based document collaboration system.  

Information should only be printed and stored on paper if it is an approved exception, 

managed by the Information Management section. 

A small number of business areas still manage their information digitally in the 

Content Manager system, and may continue to do so unless otherwise advised. 

For more information see: 

 DocHub

 Content Manager. 

 Titling guidelines for files and documents

Approved exceptions

Information that is security classified Secret or Top Secret, which must meet explicit 

legislative requirements, or cannot be digitised (e.g. samples of materials) must be 

managed physically. There are very limited circumstances where paper records 

should be created.  

 View Scanning. 

Unclassified network

Staff on the Unclassified network should continue to work in their current 

recordkeeping systems e.g. Content Manager, unless otherwise advised. 

What format should I use when saving information? 

It is important that information assets remain accessible and usable over time. Files 

and documents created now may need to be retained and referred to for many years 

to come, and in some cases will be kept indefinitely.  
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Information that is identified as being of permanent (or continuing) value will be sent 

to National Archives Australia. Such information is of national significance or public 

interest and will continue to have value to the Australian Government and the 

community for generations to come. 

In general, the default file format used by common business applications provided to 

you in the department’s standard desktop environment (such as Microsoft Word, 

Excel, PowerPoint, Outlook, etc.) are suitable for long-term use.  

However, specialised business applications and technical software may use 

proprietary file formats that are unsuitable or unsafe for long-term retention.  

Wherever possible, information should be saved in file formats that use open 

standards and that have fully documented technical specifications.  

 View Acceptable file formats

The Information Management section will ensure that information stored in 

acceptable file formats remains accessible and usable throughout its lifespan and 

until its disposal. 

If you are unsure about a business application or software tool you are using and 

need more information, Lodge a request with Information Management or phone 

What about information security? 

All users of department information assets including department employees, 

suppliers, business partners, and contractors have a responsibility to protect our 

information and use it appropriately.  

The Information Security Policy defines how the department maintains an acceptable 

standard of information security, and defines user responsibilities in detail.  

 View the Information Security Policy. 

Information security classification 

Security classification must be applied to information when it is created or captured.
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Information security classification is a requirement under the Protective Security 

Policy Framework. Classifications are used to indicate the value of information and 

the level of protection that information needs. 

 View Security classification for files and documents. 

How do I manage information privacy? 

The Australian Privacy Principles and the Privacy Act 1988 regulate how the 

department collects, uses, discloses and stores personal information.  

 View the Privacy information provided by legal services for more information. 

 View Personal Information Breach – Notification Policy

What do I do if I need to transfer information? 

Internal transfers 

The Information Management section must be advised if you transfer physical 

information to another staff member or between locations. 

External transfers 

If the transfer of information is due to a Machinery of Government (MoG) change or 

staff transferring to other Australian Government departments, advise the 

Information Management section. 

 View Transferring and returning files for more information.

Where can I find more information? 

 DocHub

 Content Manager

 Document and file storage policy 

 Handling an organisation's personal information - Data security breach 

notification policy (PDF 103KB) | (DOCX 83KB)

 Making and keeping records

 Open by default policy (PDF 103KB)
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 Recordkeeping and eLearning modules from National Archives

 Scanning

 Records Disposal Authorities for the department

 Transferring and returning files

For a summary of Information Security Requirements, refer to Appendix B in the 

Data Governance Framework.

For a summary of legislation that applies to the department in regards to information 

management, refer to Appendix C in the Data Governance Framework. 

For a summary Information Management standards and guidelines applicable to the 

department in regards to information management, refer to Appendix D in the Data 

Governance Framework. 

Contact us 

 Lodge a request with Information Management
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